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The IEEE 802.11 standard published in 1999 includes the Wired Equivalent Privacy
(WEP) algorithm to protect communication from eavesdropping and to prevent
unauthorized wireless network access; however, WEP has critical security flaws. A task
group within the IEEE 802.11 working group, TGi, has developed standards for improved
wireless local area network security. This paper exposes the security flaws in WEP and
shows how IEEE 802.11i corrects them.



