Telecommunications and
Information T echnology Planning

The telecommunications and information technology All phases of strategic and tactical planning are con
planning function represents the highest-level sys  ducted under this work area; problem solving and
tem or network perspective of the Institute. This actual implementation engineering also are done.
work can be characterized generally as planning ancITS engineers identify or derive users' functional
analyzing existing, nevand proposed telecommuni  requirements and translate them into technical speci
cations and information technology systems, espe fications. Blecommunication system designs,-net
cially networks, for the purpose of improvindief work services, and access technologies are analyzed,
ciency and enhancing the technical performance ancas well as information technologies (including
reliability of those systems. In many cases, ITS per Internet and Internet-related schemes). Associated
forms this work for both wireline and wireless appli issues, such as network management and control and
cations. This portion of the ITS technical program  network protection and privacglso are addressed.
encompasses work that is frequently referred to in  Integration of individual services and technologies is
industry as “systems engineering.” a common task in many projects, along with the
application of new and enging technologies to
existing applications.

Areas of Emphasis

Broadband Wireless StandardsS'he Institutedevelops new radio propagation algorithms and methods that
improve spectrum usage of wireless systerashifical standards are prepared that support U.S. interests in
third generation (3G) broadband wireless systems. The project is funded by NTIA.

Emergency Telecommunications Service (ETSA two-prong approach addresses ETS. The Institute devel
ops and verifies ETS Recommendations for ITU-T Study Group 9. Computer simulation, laboratory studies,
security analyses, and tfiafengineering are used to support Critical Infrastructure Protection initiatives relat
ed to broadband cable television networks. A second project provides ETS expertise relating to Network
Survivability for Technical Subcommittee T1AL. These two projects are funded by the National
Communications System (NCS).

Networking TechnologyThe Institute characterizes and analyzes the fundamental aspects of networks, and
network interoperability“from the bottom, up.” Networking technology methodologies and tools are-devel
oped to address discoverjionitoring/measurement, simulation, management, and security/protection issues.
This project is funded by NTIA.

Justice/Public Safety/Homeland Security @lecommunications Inteoperability Standards The Institute

conducts a technical program aimed at facilitatiigative telecommunications interoperability and informa
tion-sharing among dissimilar wireless and information technology systems of local, state, and Federal govern
ment agencies. The main thrust is the development of interoperability standards. The NCS, Public Safety
Wireless Network (PSWN), and NISTOfice of Law Enforcement Standards (@chinology Center of the

National Institute of Justice) fund the program.

Railroad Telecommunication PlanningThe Institute performs radio infrastructure system planning in sup

port of a high-speed rail pilot program, and demonstrates newly designed digital land mobile radio technology
and infrastructure, compliant with TIA-102 standards, along the Pacific Northwest rail corhiédrederal

Railroad Administration funds this project.

Voice Over PackefThe Institute develops technical contributions related to Internet Protocol (IP) telephony
gateways and their supporting infrastructure for the TIA TR41 Standards Formulating Goolps \d6nr

ducted to ensure that user interfaces being developed for IP telephony satisfy national securitygemdyemer
preparedness communications requirements. This project is funded by NCS.
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Broadband Weless Standards

Outputs Table 2. Growth in Subscribers (Noth America)
by Wireless Service &hnology

* Preparation of technical standards and
documents for the ITU-R that support the U.S.  Technology 1998 2000 2002
interest in broadband wireless systems.

Advanced mobile
« Development of new radio propagation phone service 53 million 42 million 24 million
algorithms or methods that improve spectrum  (AMPS), analog
usage of wireless systems.

Time Division

Multiple Access 10 million 27 million 44 million
The wireless industry made projections on how they (TDMA), digital
expected the rollout of technology to progress, as
shown in Bbles 1 and 2. Both the number of users Code Division
and the types of services (beyond just voice commu Multiple Access 8 million 27 million 52 million
nications) are increasing, with more emphasis on ~ (CDMA), digital
Internet-type uses. These new services require
greater bandwidths (and more radio spectrum).

GSM, a TDMA
standard developed 4 million 10 million 20 million

In order to predict wireless signal coverage more  in Europe with
accurately|TS and other researchganizations are ~ Wworldwide use
developing and evaluating propagation models that
are more responsive to the needs of cellular and pri
vate land mobile radio service providers. A common
model used by system planners is the ITS Irregular
Terrain Model (ITM), also known as the Longley-
Rice model. While a good predictor in irregularter  Radio propagation predictions made using land-use,
rain, it does not have the capability to utilize land-  |and-cover databases should estimate signal losses
use, land-cover databases to predict losses due to gue to objects on a propagation path more accurately
man-made objects. Another common model is the  than predictions calculated without knowledge of the
Okumura-Hata model. It is a good predictor in urban obstacles. The improved predictions allow service
and suburban environments, but it does not handle providers to better evaluate locations for base sta
irregular terrain nor does it handle changing envi  tjons and to predict where additional base stations
ronments, e.g., from urban to suburban to rural. might be needed to fill in areas of inadequate signal
coverage. ITS is evaluating the incorporation of
land-use, land-cover databases into the ITM propa
gation prediction model to provide better estimations
of signal loss. Although better databases are now
available for land-use, land-cover descriptions, the

Table 1. Growth in Subscriber Penetration for signal loss associated with the various land-use,
Wireless Services land-cover categories is not well known, nor is the
loss versus frequency well known. ITS is also evalu
1998 2000 2002 ating the means of incorporating terrain obstacle
information into the Okumura-Hata model, to make
Wireless service subscriber it more responsive to the changing environment.
penetration in the U.S. 24% 35% 42%
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Example output &m the High Fequency prpagation softwar developed by the ITidr international
frequency codalination and maintained by ITS.

Another efort supported by ITS is the international High Frequency (HF) (3-30 MHz) propagation soft
development of propagation prediction models that ware developed by the ITU for international-fre
can be used by spectrum managers and system plarquency coordination. The ITU web site:

ners of both land mobile, terrestrial broadcast,-mar

itime mobile and certain applicable fixed (e.g., http://wwwitu.int/ITU-R/software/study-groups/
point-to-multipoint) services. As these services are rsg3/databanks/ionosph/index.html

becoming more similar in terms of RF equipment

characteristics, it is appropriate to use the same ~ lINKS toan ITS web site with the following refer
propagation model for planning and coordination of €nce: HF sky-wave propagation (Re&33)
these services. (available from the website of the U.S. Department

of Commerce NTIA/ITS)
The ITU-R Study Group 3 on Radio Propagation has )
recently developed and adopted such a model, ITU- NttP:/elbert.its.bidrdoc.gov/nf.html
R Recommendation 546, which blends features
that the services had previously used independently
of one anotherthereby clarifying and unifying plan
ning and coordination activities across the services.

An example of the type of output the software can
produce is shown in the above figure.

For more information, contact:
ITS is a member of the ITU Study Group iking Paul M. McKenna
Party 3L. This study group deals with lonospheric . (3(.)3) 497-3474
Propagation. ITS is responsible for maintaining the e-mail pmckenna@its.bldrdoc.gov
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Emegency Elecommunications
Service (ETS)

Outputs
The ETS dbrt at ITS encompasses several-pro
«  Technical contributions to ANSI &vking jects including Packet-Switched Networks and
Group T1A1.2. Network Survivability For these projects, comput

er simulation, laboratory studies, security analyses,
e Technical contributions to ITU-T Study Group 9. and trafic engineering are used to support Critical

Infrastructure Protection (CIP) initiatives. These
* Letter report to NCS on NS/EP Communica- two projects are funded by the National Comrauni

tions over Metropolitan Area Networks (MANS).  cations System (NCS). This work supports NCS in

its mission to protect the national security telecom
munications infrastructure, and to ensure the
responsiveness and survivability of essential
telecommunications during a crisis.

In the aftermath of the recent terrorist attacks, the
Federal Government has refocused its interests en pr
ority treatment of emgency communications. While
the Government Emgency Elecommunications
Service (GETS) has served egemcy workers well

for many years, it is limited to the Public Switched
Telephone Network (PSTN) within the United States.
ETS is envisioned as a GETS-like service that will be
available internationally and will encompass virtually
all wireless and wireline communications networks.
Types of trafic to be carried include voice, video,
database access, text messaging, emalil, file transfer
protocol (FTP), and web-based services.

For the first project, Packet-Switched Networks,
the Institute develops and verifies ETS Recomimen
dations for Internationaléelecommunication Union
— Telecommunication Standardization Sector
(ITU-T) Study Group 9 (integrated broadband
cable and television networks). The major goal of
this project is to ensure that future ETS mecha
nisms will interoperate over broadband cable-tele
vision networks. Additionallythe project is work
ing to facilitate the evolution of GETS over the
IPCablecom network.

Model for
Testing ETS

Falls 1000 1o
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Figure 1. Simulation for testing ETSopocols.
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The second project,
Network Survivability
and Restoral, provide
ETS expertise relatin
to Network Surviv
ability for ANSI-
accredited &chnical
Subcommittee T1A1
(performance, reliabil
ity, and signal proces
ing). Within this proj
ect, ITS serves as co
editor of a new T1
Technical Report:
“Overview of Stane
ards in Support of
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Figure 2. Laboratoy setup for testing security and ET$tocols.

Emegency Elecommunications Service (ETS).”

Traditional analysis methods are not adequate to pre ;
dict the efects of lage service outages in the current (NGN) is one of the goals of NCS.
and future network environments. Therefore, ITS is

using network modeling and simulation tools to
address the needs ofovking Group T1A1.2 (net
work survivability performance), national security
and emeggency preparedness (NS/EP), and the

nation. While modeling and simulation are powerfu
tools for the assessment of threats and mitigation
techniques, the simulations need to be well grounde:
in the physical measurement of important parame
ters. One of the goals of the project has been to pro
duce baseline models for reference network architec
tures that can be used both in standards developme
and in future network research by ITS and others.
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service to one that will interoperate over the wire

less, IPCablecom, and Next Generation Networks

Determining the security needs of ETS in

IPCablecom networks is another goal of thieref
Figure 2 shows a laboratory setup to test proposed
ETS mechanisms over virtual private networks

| (VPNs) and through firewalls. The setup is currently
used to test the performance afi®bconferencing

and \bice over IP (Internet protocol) over SIP (ses
sion initiation protocol). Proposed ETS mechanisms
will be coded and tested over the same network to
determine if they are viable from a Quality of
Service (QoS) standpoint.

During FY 2002, ITS presented numerous technical

Figure 1 shows one such reference model develope(and editorial contributions to T1A1.2 and ITU-T

to test proposed ETS mechanisms.

The standardization work in ITU-T Study Group 9 is
focused on the IPCablecom family of Recommenda
tions. These Recommendations define the protocols
and signaling to be used on broadband cable televi

sion networks to support telephomyultimedia, and
Internet access. The IPCablecom Recommendations

have just recently been standardized and are curren
ly in production worldwide. One goal of this project
is to identify where additions or changes might be

needed to support ETS. Thigaet also involves
work with the Internet Engineeringa3k Force

(IETF) since many of the underlying protocols used
in IPCablecom (as well as some of the ETS mecha
nisms) are under development in the IETF

Another important activity underway at ITS is a
series of tests utilizing GETS over IPCablecom net
works. The evolution of GETS from a PSTN-only

Study Group 9. Some of these were included in the

new T1 ETS €chnical Report mentioned above. In
FY 2003, ITS will continue to participate in the
development and standardization of ETS in T1A1,
. the IETF and ITU-T Study Group 9. The projects
will address technologies in the Next Generation

Network and interactions with the IPCablecom-net

works. This work on ETS must of necessity be-con
ducted with the help of representatives from network
providers, cable television equipment manufacturers,
and NCS. Additionallythe work in FY 2003 will

focus on survivability and security in the NGN ETS
as well as GETS in the IPCablecom networks.

For more information, contact:

Arthur A. Webster
(303) 497-3567
e-mail awebster@its.bldrdoc.gov

25



Networking

Outputs

e Definition of structured planning process for
telecommunication and information technology
networks.

e Suggestions for types of tools to assist in
network design and administration.

* Handbook for telecommunication and
information technology network planning (will
be available in 2003 on ITS programs webpage
http://wwwi.its.bldrdoc.gov/home/projects.himl

The Institute has a long history of performing tele

echnology

A logical approach to network management is to
break down the management function into its com
ponent parts and ensure that each part can be per
formed eficiently using tools and trained personnel.
The International Qyanization for Standardization
(ISO) defines five types of network management
functions:

1. Fault managemenefers to detecting, isolating,
reporting, diagnosing, and correcting faults on the
network. A variety of tools exist to meet these fault
management requirements, including monitoring
tools, polling tools, alarming tools, report generation
tools, and protocol analyzers.

2. Performance managemeistthe ability to mea

communication planning and assessment studies forSure network behavior andfettiveness. This

other oganizations, but the complexity of today’

telecommunication and information technology

(hereafter “telecom and IT”) requirements, and the
technology available to satisfy those requirements,
create demands for enhanced sophistication in the
methodologies and tools used to perform these stu
ies. The Networking dchnology project has defined

a structured planning process for such studies, exarn
ined many tools that can be used in conducting suct

studies, and identified those tools most likely to-pro
vide the greatest benefits. Last yeakechnical

Progress Report showed the use of these tools-in dit

covering the topology of a network, the loads on
segments of the network, and simulating the migra
tion of the topology and loads to a new topology
Efforts in FY 2002 focused on two of the most
important aspects of network design and administra
tion: Network Management and Network Security

Network Management

Network management can be defined as the ability
to control the activities required in managing & net
work from a single point on that network. This point
can be at several locations, thus allowing manage
ment staffto quickly perform functions from many
locations on the network. Good network manage
ment can help any ganization achieve its goals of
availability and performance. Poor network manage
ment will not onlynot help an aganization reach its

includes protocol performance, application perfor
mance, response times across the network, and the
reachability of network componentdis that mon
itor and measure performance include network ana
lyzers, RMON monitors, and tools that utilize built-

g in capabilities of many network devices.

3. Security managemeptotects network compo

nents and interconnections from unauthorized
access, unauthorized use, and other damage. This
function maintains audit logs, records logins and
logouts, and records attempts by users to change
their level of authorization.dols for security man
agement include firewall, intrusion detection-sys
tems, perimeter routers, and virtual private networks.

4. Configuration managemeatlows the manager to
control the configuration of the network and manage
the network assets in a logical, systematic, age-or
nized mannerConfiguration tools allow the network
manager to keep track of operating system configu
rations and local configurations of devices as well as
changes to devices.

5. Accounting managemealiows the administrators
to collect statistical information on network usage
and load on a component, user group level. This
facilitates usage-based billing of network customers
and can be an aid in detecting abuse of network
resources. Another practical reason for accounting

goals but may also contribute to the problems which management is to track network load levels so that

prevent the achievement of those goals.

future capacity planning can be undertaken with
more confidence in the predicted levels of growth.
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Network Security

Every oganization has a mission. In
this “information age,” as individuals
and oganizations use information tec
nology systems to process informatir
and further their mission, security mi
agement is critical in protecting eacl
organization$ assets, and thus its mi
sion, from damage. In recent years ¢
especially since Septembet, 2001,
security has become a major concer
of network designers and administra
tors. The cost of lost data and time,
well as the potential damage to an
organizations image and stability
requires that the network administra
or designer place a very high emphe
on network securityTo ensure that a
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comprehensive, detailed, relevant, arfécive
security management system is developed, it is
important to start by creating a procedure for its cre that a network solution and design can be imple

ation that covers all aspects of security planning andmented. A basic secure network design assumes that
implementation. This procedure will provide a base the oganization$ assets will be broken down into

line that oganizations can reference when the net

work security is regularly re-evaluated. A logical
approach to security management follows the steps

listed below:

1. Define clear principles and practices for

securing the IT system.

2. Define an IT security framework for imple
menting the security management system.

3. ldentify overall security requirements.

4. Identify existing assets to be secured.

5. Identify the security risks and consequences Layer 2 - Application layeiThis layer supports the

of failure of these assets.

6. Analyze security trade{sfand costs for

required security level for these assets.

7. Develop a security plan.
8. Develop a security policy

A layeed secue network topology

cost with the level of performance and security
provided. Since this is the case, there are many ways

three layers of access and sensitivitis configura
tion is shown in the figure. The three layers are:

Layer 1 - Public access layérhis layer allows pub

lic access to those services and data that the security
plan permits. The security policy and risk assess

ment dictate how that access is achieved, who is per
mitted access, and how the assets are managed. Data
and services at this layer have the lowest sensitivity
and the lowest level of security

services in layer 1 without allowing direct access to
the services by the requesting ugdris protects the
application assets from unauthorized access or-modi
fication. Services in layer 1 are permitted to access
the applications in layer 2 via a bastion host and

9. Document procedures and controls for |mp|e firewall. Data and services at this Iayer have moder

menting the security plan and policy

10. Implement the policy through adequate

training and resource allocation.

11. Integrate the policy with the ganizations

overall security management system.

12. Review and reassess the security manage
ment system periodically or as the network or secu

rity requirements change.

ate sensitivity and a moderate level of security

Layer 3 - Database layefhis layer supports data
base requirements of applications operating in layer
2. These assets are considered very sensitive and
must be given the greatest level of secufityect
access to this layer by users is prohibited or at least
severely restricted.

Security considerations have a major impact on net For more information, contact:
work topology and the experience of the network
designer is critical in this &frt. When designing a
network, the designer must consider trads-of

Robert O. DeBolt
(303) 497-5324
e-mail rdebolt@its.bldrdoc.gov
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Justice/Public Safety/Homeland Security
Telecommunications Interoperability
Standards

Outputs

* Voice and data encryption standards for Project
25 digital radios.

e XML data element dictionary

e TIA Telecommunications Systems Bulletins for
testing Project 25 radios.

ITS is conducting a technical program aimed at pro
viding efective interoperability and information
sharing among dissimilar wireless telecommunica
tions and information technology (IT) systems with
in the justice/public safety/homeland security eom
munity. The key to the program is the identification
and/or development of interoperability standards to

allow local, State, and Federal agencies to exchange

standards defining TDMA radios with an equivalent
6.25 kHz/channel étiency are also being devel
oped. ITS dbrts have mainly supported Phase 2.
Phase 3 (also referred to as “Project 34”) has also
begun, and is focused on the development of stan
dards for wideband mobile data applications.

NCS, Federal law enforcement agencies, and the
National Security Agengywith assistance from ITS,
are participating in the development of these-stan
dards, and are taking the lead in the development of
related Information System Security (INFOSEC)
standards. An ITS representative chairs the Project
25 Encryption &sk Group and works closely with

its members in developing Project 25 INFOSEC
standards. ITS participates on thedeEommunica
tions Industry Association (TIA) TR 8 Encryption
Committee to ensure that TIA standards meet-Gov
ernment requirements. ITS also participates in other

information, without requiring substantial changes to 1o TR 8 Committees and Project 25 task groups as

internal systems or procedures. The ITS program is

necessary to ensure that the total suite of Project 25

sponsored by two Federal agencies and one Federa; yr interoperability standards meets Federal

program: National Communications System (NCS),
National Institute of Justice (NI1J) (through its
Advanced Generation of Interoperability for Law
Enforcement (AGILE) Program), and Public Safety
Wireless Network (PSWN) program (jointly spon
sored by the Departments of Justice areasury).
The tripartite ITS program is summarized below

National Communications System Suppdr

The Institute is assisting NGSTechnology and
Programs Division in developing a comprehensive
series of interoperability standards for digital land
mobile radio (LMR) for public safety applications.

requirements, and to continually assess Projest 25’
impact on Federal agencies. An ITS engineer repre
sents NCS on the Project 25 Steering Committee. T
date ITS has contributed to the development of-stan
dards for the encryption of voice and data sent over
the Project 25 Common Air Interface, a standardized
key fill interface for Project 25 equipment, and for
the over-the-air-rekeying of Project 25 radios.

NIJ's AGILE Program Suppoit

As the Department of JustiseScience and technelo
gy arm for assisting State and local agencies, NIJ
addresses wireless telecommunications and IT-inter

Next generation LMR standards are being devel()pe(operability issues. In particulaXIJ's AGILE pro

by the Federal Government, in conjunction with
industry and local and State governments, within a
group called Association of Public-Safety Commu
nications Oficials/National Association of State
Telecommunications Directors/Federal (APCO/
NASTD/FED) Project 25. This project consists of
three phases. Phase 1, which has been completed,

included the development of a comprehensive set of

standards for 12.5-kHz digital LMRs. Phase 2, in
progress, is developing a set of interoperability-stan
dards for narrowband (6.25 kHz) digital LMRs;

gram has facilitated thefefts of the practitioners in
the justice/public safety/homeland security commu
nity to coordinate and share information. The long-
term thrust involves assistance toward standardiza
tion of interoperability approaches. The AGILE pro
gram continues to provide specialized technical sup
port to help users define their requirements, and then
assists the practitioners to address and satisfy those
functional needs. This is done by recommending
standards that most aptly specify the context of a
nationwide information sharing framework. The
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second thrust of the AGILE Program provides tech

nical investigation and laboratory evaluation of

interim interoperability products, services, and tech

nigues to allow agencies to work better now while

longer term standardizationfefts are developed. ) i iy

ITS performs the AGILE standardization and evalu !

ation activities under the auspices of NISDfice £

of Law Enforcement Standards (OLES), one of ! = 10 e OO
NIJ’s technology centers. / 0l

L T AL -

During FY 2002, considerable progress was made ir
the AGILE Program regarding standardization of IT e e A
applications by teaming with the Global Justice
Information Network Advisory Committee (Global).
Global, as the Group of Groups, represents all-prac
titioners in the Justice community (e.g., law enferce Susceptibility of an analog land mobile radio

T
Urvrmd g pmrwes e o' e

ment, courts, corrections, prosecutors, defense, etc.; to various ultrawideband devices.
seehttp://it.ojp.gov/global/index.htipl ITS worked

with Global's Infrastructure/Standardsorking ITS developed and conducted tests to measure the
Group to develop a standard approach for XML performance of Public Safety radio receivers with
(eXtensible Markup Language) implementation, ultrawideband interference. The information result

along with a data element dictionary that canpro  ing from the tests is important as practitioners are
vide common “words” for a common “language” to  expected to use land mobile radios in their vehicles
be used by the justice/public safety/homeland securior carry handheld radios while they also make use of
ty community In addition, ITS helped design and  yltra wide band equipment in support of their-mis
develop a web-based Justice Standards Registry forsjons. Thus, the levels that cause interference to the
Information Sharing to allow practitioners to list and radios are important to the communifihe graph
discuss their interoperability standards, standards  above shows the susceptibility of an analog land
projects, and concepts that may benefit others (see mobile radio to various, typical ultrawideband
http://it.ojp.gov/jsr/public/index.j9p An Interoper devices. The desired signal is an analog FM signal at
ability Research Laboratory (p. 69) was established the antenna port of the radio. The interference sig

at ITS to accommodate testing and evaluation of  npals are the signals that cause the desired signal
interim interoperability products and proposed ideas.reception to degrade by 3 dB.

Public Safety Wreless Network (PSWN) Suppdr

ITS provides technical support to the TIA TR8

(Project 25) Committee to develop Project 25 TIA/EIA TSB-102.CABB Project 25 Interoper
Standard documents. SpecificallyS has had the ability Test Procedures: Over-The-Air-Rekeying
responsibility for developing procedures to test the (OTAR), Feb. 14, 2002.

interoperability of radio systems engaged in conven

tional voice, over-the-air re-keying of encryption, ~ Draft version TIA/EIA TSB-102.CABX Project 25
trunking, and data applications. The procedures are Interoperability st Proceduresoite Operation in
TIA Telecommunications Systems Bulletins (TSB)  Trunked Systems, Sep. 2, 2002.

and guide TSB users on the set-up and conduct of ) )

functional tests to assure that two Project 25 devicesPresentation to Congressional, Federal, and State/
are interoperable. In addition, through AGILE and  |oc@l representatives: Invited paper on Egey
PSWN, ITS provides support to the IS3isk Group ~ echnology Solutions at the NTIA/PSWN Public
of TR8 in the development of the Inter-RF Sub Safety Communications Interoperability Summit.
System Interface (ISSI) standard for Project 25. This

standard is needed to link the radio networks of For more information. contact:
cooperating jurisdictions and to link local radio-sys val J Piet,rasiewicé
tems to a nationwide network, such as proposed by (3'03) 497-5132
the Treasury/Justice Integratedifdless Network. e-mail valp@its.bldrdoc.gov

Recent Publications
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Railroad EBlecommunication Planning

Outputs

e Demonstration of advanced radio technology and
infrastructure along the Midwest passenger rail
corridor, in support of the Federal Railroad
Administrations high-speed rail pilot program.

The incremental train control system (ITCS) is a radio-
based signaling system designed by Gian3portation
Systems whose purpose is to facilitate high-speed pas
senger rail transportation along the Midwest rail corridor
between Chicago and Detroit. The current ITCS demon
stration system “overlays” on an existing legacy track
signaling system of approximately #tlles in length. It
provides enforcement of signal indications and civil
speed limits, as well as advanced start of highway cross
ing gates, in a high-speed rail environment. The overlay
design supplies system redundarsry that in the event

of data communication failure between ITCS compo
nents, passenger safety is not compromised, as train
control will revert to the legacy signaling infrastructure.

At higher track speeds, the status of highway crossings
and signal lights must be made known to the locomotive
at further distances from the crossing and signals, as

compared to traditional trac’
speeds, and highway cress

S,

Amtrak station at Niles, Michigan (image
courtesy of G.E. rAnspotation Systems).

pertinent data (track profile, computed braking
distances based on track profile, and so forth),
and then determines permissible locomotive
actions, so as to facilitatefiefent high-speed
rail travel.

During the course of this pilot program, opera
tional system anomalies, believed attributable to
radio propagation, have been experienced on a

ing gates must be activatec
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number of occasions. While =

these anomalies have alway Eﬁ?ﬂfﬂm
resulted in restrictive “fail
safe” modes of operation, w
ITCS functioning exactly as
should under these degrade
conditions, these anomalies
have resulted in sub-optimul
transit time performance of
passenger trains traversing
territory. Consequent|ythe
Federal Railroad Adminis
tration (FRA) asked the
Institute to provide technical
representation to the ITCS
program on their behalf.

ERS0AL AR

Empirical evidence collectec
thus far suggests that log-Ac
mal shadowing phenomena
deleteriously decting the
propagation of the 900-MHz
RF data link signals. Figure
shows typical receiver
response curves (average a
minimum received power

levels) as measured by G.E.
Transportation Systems. Figure 2. Successfullyeceived ITCS data packets;

Hy-Rail vehicle at 5 mph.

What this plot shows is that
on eastbound moves (although this measurement
was actually taken traveling westbound), the signal What is apparent is that near MP 160 (lower-left
strength would not have beenfiiént to allow the corner) and west, successful packet reception in this
locomotives ITCS equipment to have acquired the  fringe area appears to be less reliable than further
signal from wayside server 9 by the time milepost  east, a region more centrally located to the track sec
marker MP 160 had been reached. Even though MPtion. During this data collection activjtthe Institute
160 is still in server 8 territonhaving acquired noted that the tree line was on the same order of
server 9 by this time ensures that an RF data link is height as the 900-MHz antennas, a very likely cause
established and that advance gate crossing activa  of the shadowing phenomena being experienced.
tions and other critical actions can be triggered just The Institute is currently exploring whether apposite
as soon as the locomotive would enter server 9 terri solutions could be as simple as raising the heights of
tory at MP 156. wayside antennas, or whether an entirely new
approach to system design and/or deployment of the

representative areas of successful data communica

tion. Figure 2 shows the locations of successfully
received ITCS packets over a portion of the same
track territory indicated by the turquoise-colored
dots on the (magenta-colored) tracks. It is to be
noted that this data was collected in a single pass

while driving along trackside in an ITCS-equipped For more information, contact:
Hy-Rail vehicle, at speeds of about 5 mph, as John M. \&nderau
opposed to a number of data sets collected at typical (303) 497-3506
(faster) locomotive speeds, as was done in Figure 1. e-mail jv@its.bldrdoc.gov
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Voice over IP

Outputs

Report to IEEE conference regardingl®
degradation over 802lInetworks under
Bluetooth interference.

Standards contributions (ITU, TR-41.1)
detailing the behavior of Government
Emegency Elecommunications System
(GETS) calls over ™MP based systems.

Advances in quality of service (QOS) and greater
market availability have resulted in increased utiliza
tion of \Wbice over IP (\6IP) on enterprise networks.
VolIP technology dérs substantial benefits including
efficient resource utilization, a homogeneous net
work offering both voice and data, potential for
other multimedia transmission (e.g. video), and
lower data bandwidth requirements than traditional
telephony

As wireless local area networks (LANs) based upon
IEEE 802.1b (W-Fi) technologies become more
ubiquitous, attempts are being made to utilindPV
over radio channels as well as the fixed location
wired networks more traditionally associated with
VoIP systems. Howeveinterference problems
within the wireless channel can sub
stantially degrade the QOS of al?

In this experiment, standardized Harvard phonetical
ly balanced sentences were transmitted using an
H.323-based MP system. The packet telephony
devices used the G.723.1 codec at a bit rate of 5.3
Kbps. The information was carried over &M
channel at 1 Mbps, where the transmitter and
receiver were in close proximity to as many as four
independent Bluetooth piconets that were sending
large files using FTH-orty sentences were transmit
ted during each experimental iteration, and the audio
signal transmitted was compared with the audie sig
nal received. Estimates of MOS were derived using
the perceptual evaluation of speech quality (PESQ)
algorithm (ITU-P362) and packet loss was measured
using a software-based protocol analyzer

The experimental results were analyzed over multi
ple planes. The percentage of packets dropped ver
sus the number of Bluetooth piconet interferers was
investigated, as well as the estimated MOS-com
pared to number of piconets. Both of these compar
isons were made for three féifent SNR values. A

third comparison, shown in Figure 1, indicates the
degradation of MOS with increasing packet loss per
centages. The tget MOS for toll quality telephony
(and \6IP systems) is 4, so these results indicate that

3.2
system. This ééct is of particular con
cern in W-Fi systems, which share tt
same spectral allocation as Bluetoot
(IEEE 802.15) devices.

In order to evaluate some of thdeets
of radio interference ond¥P transmis
sion over wireless channels, ITS has
investigated the degradation of estin
ed mean opinion scores (MOS) inl¥
transmissions over Wi channels witt
nearby Bluetooth interferers. This
experiment simulated thefetts of
multiple active Bluetooth piconets
(small networks of devices connecte
in an ad hoc fashion using Bluetootr

Estimated MOS Score

technology) operating in close prox "%

imity to VolP-encoded \MFi trans
missions at various signal to noise
ratios (SNR).

Figure 1.

5 20
Percent of Packets Dropped
Mean opinion scer(MOS) versus dpped packets

in W-Fi transpoited \6IP.

5 10 25 30 35
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MTA CMTS MG SG

CLASS 5
SWITCH

PBX EO

PBX IXC MSC —
PSTN

Figure 2. Bst setup for GETS calling oveol?-based media.

low percentages of packet loss due to radio interfer GETS call placements over existing alternative sys
ence can severely degrade the intelligibility of these tems like the one diagrammed in Figure 2 are being
systems. made. Here, the enterprise network includes a cable
modem system with a media terminal adaptor
Recognizing the growing availability ofo\P-based  (MTA) and a cable modem termination system
packet telephonyas well as a heightened awareness (CMTS) as well as media and signaling gateways
of government emgency communications, ITS has (MG and SG). The calls may be terminated through
also embarked on a series of investigations regard g variety of equipment including local phone and
ing the capabilities of currentlP signaling imple private branch exchange (PBX) equipment as well
mentations for this process. During egesicies, the  as cellular telephones and long-distance PBX (e.g.,
public switched telephone network (PSTN) may  through an interexchange carrier or IXC). This is an
encounter congestion, precluding egercy calls ongoing efort, in connection with other ITS projects

from getting through. Even government egesicy studying the emeency telecommunications service
telecommunications service (GETS) calls, which (ETS).

enjoy enhanced prioritynay be impossible to place
using normal telephone connections. However
VolP-based enterprise networks might be used to

route calls around the congested area, through For more information, contact:
gateways into non-congested portions of the PSTN. Dr. Robert B. Stdbrd

In order to test the viability of using alternative (303) 497-7835
VolP-based media to make such calls, experimental e-mail staford@its.bldrdoc.gov
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